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• Energy system transformation forms a key part of the response to the climate emergency.

• Digitalisation will be essential in undertaking this transformation.

• Communications systems are an essential part of the digital infrastructure that is the 

foundation of digitalisation.

Will communications capabilities be available that will support and enable 

energy system transformation to achieve Net Zero commitments?



Energy Systems Transformation
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• Transformation will be across the whole energy system:

▪ Across the value chain – source, conversion, delivery, storage, 

use

▪ Across vectors and sectors – heat, transport, power, business 

and industry including high consumption industries …

▪ Across infrastructure, technology, business models, markets, 

innovation, policy, regulation and social engagement

• With perspectives at the home, community, local, regional, national 

and global levels.

• Critically the interactions, interdependencies and trade-offs between 

and amongst these parts of the system must be understood, being 

mindful that these will be changing over time.

Digitalisation is positioned strongly as essential to 

transformation of the energy system… there is high 

expectation and intense ambition.

But what about communications?

Digitalisation is increasingly becoming 

paramount

…the significance of investing in digital 

technologies cannot be overlooked, showing a 

progressive increase from about 12% of total 

grid investment in 2016 to about 20% in 

2022. The need to manage a growing number 

of distributed energy resources (e.g. EVs, 

small-scale renewable energy plants and 

electric heat pumps) as well as new active 

players (e.g. aggregators and prosumers) is 

requiring system operators to implement new 

digital solutions…
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Does this mean “more connectivity” or “new connectivity”?

▪ It does mean more connectivity

▪ More actors and devices will be connected and exchanging substantially more 

data and interacting more … hundreds or thousands will become many millions or 

tens of millions or hundreds of millions…

▪ It also means that connectivity may be needed in places where it is not readily 

available today

▪ … but why, who, what and when are not sufficiently well understood to be expressed 

in detail

▪ It doesn’t mean new forms of connectivity have to be invented, but…

▪ Connectivity will be supporting new uses, some of which will be technically or 

commercially critical or will be necessary to deliver (good) service to consumers

▪ The attributes of the connectivity may be different: latency, bandwidth, 

utilisation, security, reliability, resilience, quality…

▪ New integrations may be needed

▪ … but why, who, what and when are not sufficiently well understood to be expressed 

in any detail

▪ And this is not a static situation… needs and requirements will be 

changing at pace over time

The energy system will cease to be 

linear; it will be multi-dimensional 

and depend upon digitally 

enabled technologies, operations, 

services and markets. 

Enhanced connectivity will be 

essential in making this possible 

and sustainable.
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Is this a big deal… something that can be sorted relatively 

quickly with a bit of effort or is it a major national issue?

… it’s important, and becoming urgent



Why Does it Matter?
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Security and resilience

Digitalisation of the energy system creates a very substantial and growing reciprocal dependency between digital 

infrastructure and energy (electrification in particular); when one fails, both will fail unless specific measures are put 

in place.

Reliability and resilience of communications networks are perceived to be reasonably good, but this perception is not 

reflective of reality. 

“The volume and scale of power outages highlighted the 

extent of the interdependencies between the energy and 

communications sectors and the need to improve resilience.”

“Communications networks are dependent upon reliable power 

sources from energy networks. Just as communications networks 

are built to a (resilience) budget so are energy networks; this 

requires the efforts across all the involved stakeholders if good 

solutions are to be implemented.” 

The Government 

report delivered 

following Storm 

Arwen make the need 

for attention and 

action clear:

This critical dependency is particularly complex in the 

context of extreme circumstances such as cold start or black 

start. National Grid Electricity System Operator (NGESO) has 

undertaken work focused on this issue:

file:///C:/Users/PeterCouch/AppData/Local/Microsoft/Windows/INetCache/Content.Outlook/6ZTGYRVA/Government%20report
file:///C:/Users/PeterCouch/AppData/Local/Microsoft/Windows/INetCache/Content.Outlook/6ZTGYRVA/Government%20report
https://www.nationalgrideso.com/future-energy/projects/distributed-restart
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Flexibility

Flexibility is seen as playing a critical role in the future energy system centred on 

aligning demand with supply.

Flexibility relies heavily on digitalisation. Two primary perspectives are provided in the 

Government’s Smart System and Flexibility Plan and the related Energy Digitalisation 

Strategy and Action Plan.

“Our future net zero energy system will comprise millions of assets – including solar panels, 

electric vehicles, heat pumps and batteries. These will need to be optimised, primarily 

through open and transparent markets, across our transmission and distribution networks, 

and coordinated with other sectors such as transport. We also need to unleash innovation 

across the sector, including in the low carbon services offered to consumers. This will only be 

possible by harnessing the power of data across a digitalised energy system.”

Harnessing the power of data across a digitalised energy system will not be possible 

without the right communications systems and infrastructure being in place.

These plans for flexibility delivery do not explicitly acknowledge the role of 

communications systems as an enabler. This suggests there is a need for study to 

ensure that other actions are in place elsewhere to deliver what will be needed.

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1003778/smart-systems-and-flexibility-plan-2021.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1004011/energy-digitalisation-strategy.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1004011/energy-digitalisation-strategy.pdf
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Visibility

Network visibility made possible by monitoring will be 

necessary to permit operation of the much more complex, 

distributed energy system, and will be key to enabling new 

services and business models. 

Operational telecommunications for future networks will be 

substantially different in terms of scale and capacity than those 

of today. The Energy Network Association (ENA) Strategic 

Telecommunications Group (STG) and the Joint Radio Company 

(JRC) have investigated the emerging requirements and have 

published their findings.

“Existing communications network arrangements do not have the 

capacity needed to connect all the devices associated with the 

transformation to a Distribution System Operator (DSO) or 

deployment of smart grids. The increase in connectivity and data 

requirements is starting to grow through RIIO ED1 and is forecast to 

grow exponentially through the period 2020 to 2030, as new forms of 

customer technology are connected, and electricity network flexibility 

is implemented.”

The new types of operational functions that will be 

performed are not the only requirement.

“Investment will also be necessary to ensure that the 

telecommunications infrastructure meets the resilience and 

reliability requirements necessary for the operation of critical 

national infrastructure such as the electricity networks. Making 

the appropriate strategic choices now will avoid an un-

necessarily piecemeal approach to the overall investment 

required in the communication systems and associated 

operational telecoms developments.”

https://www.energynetworks.org/assets/images/Resource%20library/ENA%20STG%20Narrative%20Final%20(2022).pdf


Conclusions

There is very significant risk that communications capabilities will not be available in 

the form, with the anticipated levels of security and resilience, within the timescales or at a 

cost that will support and enable energy system transformation to achieve Net Zero 

commitments.  Much is being taken for granted which is disguising how best to respond to 

the need.
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Will communications capabilities be available that will support and 

enable energy system transformation to achieve Net Zero commitments?
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The potential benefits of digitalising infrastructure sectors are substantial 

but delivering the necessary digital infrastructure will take 

significant time and investment to achieve. More needs to be done 

to establish what telecoms networks are needed and how these 

should be delivered. Networks are likely to need a mix of different 

technology to deliver the right levels of coverage and resilience, including 

fixed networks, 4G and 5G, and in remote areas possibly satellite 

technology. Options for delivering such networks include the public 

mobile networks, dedicated private networks, or hybrid public/private 

solutions. The design of these networks will need to be determined by 

quality of service, resilience requirements and costs.

The next five years will be key for making decisions about the future 

telecoms needs of infrastructure sectors. The energy sector is working to 

tight timelines to reach targets to decarbonise UK power by 2035. 
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• Option 1: Do nothing and rely on the 

communications sector’s own direction of travel 

aligning with needs as they emerge.

• Option 2: Do nothing and react with urgent 

measures when these are demanded.

• Option 3: Deliver specific measures to address 

anticipated requirements, accepting that these 

may not take a strategic or systematic 

perspective.

• Option 4: Proactively evaluate the need in a strategic and systematic way, engaging with the 

right stakeholders to align interests and coordinate efforts; this will mean dependencies are 

identified and managed, and a coherent path that will serve the energy, digital and 

communications communities can be prepared.



However…

There is no strategic plan…

… and no one is accountable for 

ensuring that suitable 

communications are available to 

support the energy system and its 

transformation.
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The National Infrastructure Commission’s View
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As with any areas that cut across sectors, unclear policy ownership 

could undermine delivery. It is essential that responsibilities within 

government are clear. Departments with responsibilities for each 

infrastructure sector should determine the connectivity and resilience 

needs of those sectors and work with their sectors to ensure those 

needs are met. The department responsible for digital infrastructure 

(currently the Department for Science, Innovation and Technology) has 

a clear role to join up these policies and to consider opportunities for 

infrastructure sharing across sectors.

Better digital connectivity will also be vital to delivering critical 

functionality and strategic objectives … Between now and the end of 

2026, government should set out plans for how the 

telecommunication needs of the energy, water and transport sectors 

will be met, including ensuring adequate access to spectrum. 



Moving Forward… the NIC View

Recommendation 27: Government should identify the specific telecommunications needs of the energy, 

water and transport sectors and ensure that infrastructure is delivered to meet these by, at the latest, 2030 for 

the energy and water sectors and 2035 for the road and rail sectors. Strategies for how this will be achieved 

must be set out by the end of 2025 for energy and water and by the end of 2026 for road and rail, including:

• the most cost-effective network deployment models, and the extent to which infrastructure can be shared between 

different sectors

• a spectrum authorisation approach that ensures access to adequate spectrum, whether dedicated national bands or 

shared spectrum for infrastructure users

• clear responsibilities within government for delivering telecoms strategies

• consideration of whether dedicated networks and spectrum or upgrades to existing networks can meet specific public 

policy goals, including consistent and reliable rail passenger connectivity
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Option 4: Proactively evaluate the need in a strategic and systematic way, engaging with the right 

stakeholders to align interests and coordinate efforts; this will mean dependencies are identified and 

managed, and a coherent path that will serve the energy, digital and communications communities can 

be prepared.



Delivering

There is no strategic plan…

… and there is no delivery plan

… and no one is accountable for 

ensuring that suitable 

communications are available to 

support the energy system and its 

transformation.
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What role will the Future System Operator play?
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